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1. Empower community colleges to prepare technicians
for the work of the future.

4. Foster implementation of the cross-disciplinary STEM
core to maximize impact on technician education
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What'’s
Happening?

i Preparing Technicians for the

-\ ' - Nature of work changing at FUTU RE DF WG)RK

unprecedented speeds

preparingtechnicians.org

- Technology advancements in machine
learning, Al, loT, and robotics eliminating
some jobs, creating others

- Technicians sit at the center of much of
this disruption

Education must keep up

Our students’ career paths will evolve



http://www.preparingtechnicians.org/

The Cross-Disciplinary STEM Core:

Skill Area 1: Data Knowledge and Analysis
Skill Area 2: Advanced Digital Literacy
Skill Area 3: Business Knowledge and
Processes

V) -
By Integrating the Cross-Disciplinary STEM Core
into Technical Programs



A Framework for a Cross-Disciplinary STEM Core

DATA KNOWLEDGE ADVANCED DIGITAL BUSINESS KNOWLEDGE
AND ANALYSIS LITERACY AND PROCESSES

R e B e e R Unﬂers_tandmg digital _ I_Inderstan!ilng the va!ue chain
_ ) communications and networking, and business practices of
data to resolve issues and using ) ] ) ) )
cybersecurity, machine learning, an enterprise and applying

Excel and other commaon software

Preparing Technicians proficiently to accomplish tasks
for the Future of Work

sensors, programming, and robotics principles of ethical adoption of
at a higher than introductory level new technologies

Analytics tools
Computational thinking

Artificial intelligence/ Business cycles
machine learning Blockchain

A Framework for a
Cross-Disciplinary STEM Core

Automation,/robotics

Data analysis Communication
: Data backup and restoration Basic programming Continuous process improvement
\ Databases Cloud [iteracy Customer/stakeholder analysis
| Data fluency Sl - Entrepreneurship
Data life cycle Digital twins . Ethics
Data managemenit Erige computing Lean processes
Data modeling Function block Fliagram Supply chains
programming _
Data storage Human-Machine Interface (HMI) f Market trends :
Data visualization internet of Things (IaT) [  Overall Equipment Efficiency (OEE)
Query languages ST S . Return on Investment (ROI)

Spreadsheets i
P Network communication R
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Vertical and horizontal integration
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At the Project Website:
Preparingtechnicians.org

Tools and Resources to Help You Take Action

Read and share A Framework for a Cross-Disciplinary
STEM Core

Download, share and implement cross-disciplinary
instructional cards in your class

Listen to podcasts featuring cutting-edge industry
Interviews

Share recorded webinars




Cross-Disciplinary Instructional Cards

Business Knowledge
and Processes

Manipulating and interpreting data to Understanding digital communications and Understanding the value chain and
resolve issues and using Excel and other networking, cybersecurity, machine business practices of an enterprise and
common software proficiently to learning, sensors, programming, and applying principles of ethical adoption of
accomplish tasks robotics at a higher than introductory level new technologies

Bunilnen Knowiedge & Froceise
ENTREPRENEURSHIP

Advranced Digial Liseracy For Stsdents

Network Communications - Internet of Things (leT)

e will 58 gt pprenpurlal minduet be

Instructional Activity Cards: Instructional Activity Cards: Instructional Activity Cards:

« Data Visualization » Network Communications — » Entrepreneurship
Internet of Things
. i . . « Communication
Data Literacy/Fluency « Automation/Robotics/HMI
. « Lean Processes
Spreadsheets « Basic Programming-Python
« Analytics Tools Digital Twins « Supply and Demand

s Network Architecture




Episode 38: Technicians in the New Episode 37: Incorporating the Episode 36: Supply Chain
Blue Economy Internet of Things Automation In Transition
Podcast Guest: Justin Manley, Podcast Guests: Kristine Podcast Guest: Phil Gilkes, Regional

President of Just Innovation, Inc. Christensen, Director of Faculty Maintenance Manager, Dollar Tree
April 2022 | Development, Professor of MIS, Distribution Centers February 2022
Moraine

What Should Educators Know and Do about
Preparing Technicians for the Future of Work?
Podcast Interviews Provide Direction

www.preparingtechnicians.org/podcasts

i Podcasts: Automation, Robotics, and Advanced Manufacturing
ii. Podcasts: Digital Skills, Digital Mastery. Digital Twins, Simulation
iii. Podcasts: Industry, Factory, and Education Trends

iv. Podcasts: New Skills, New Generations of Students

i. Podcasts: Automation, Robotics, and Advanced Manufacturing

AUTOMATION, ROBOTICS, AND ADVANCED MANUFACTURING

Topic and Episode(s) Discovery Recommended Action
1. A Robot for Every Technician? A robot for every technician is an emerging trend | Ask yourself if it is possible for you to consider
PC13 and PC22 in the workplace. something similar in your education and training

space? A robot (or an automated system) for
every student, in every learning situation?




1. Preparing Technicians Using the Cross-
Disciplinary STEM Core

2. Professional Development and
nstructional Resources

3. Future of Work: Integrating Emerging
Technologies

https: / /www.preparingtechnicians.org /webinars/
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NCVY TE

CENTER

Dr. John Sands

Co-Pl, Nation aICybe rsecurity Training and Education Center (NCyTE)
e Valley Community College

Cybersecurity Taught Across
Multiple Disciplines

The Future of Work



Topics

@ 0 O

WHY CYBERSECURITY AS A CROSS CHALLENGES AND BARRIERS TO TIPS, RECOMMENDATIONS EXAMPLES OF SUCCESSFUL FUTURE OF
DISCIPLINARY SKILLS TEACHING CYBERSECURITY ACROSS AND SOLUTIONS WORK CROSS DISCIPLINARY PROGRAMS
TECHNICAL DISCIPLINES

THE OPPORTUNITY AND THE CYBERSECURITY CALL TO ACTION (CYAD)
APPROACH THAT WAS TAKEN RESOURCES AVAILABLE JUNE 12-13™ MVCC



Why should cybersecurity be taught as a multiple

disciplinary topics?

@ Interconnectedness and Modern Systems &Y National Cyber Security

R

Growing Types Threats

<

Recent Impact of Attacks

k=

Ethical Responsibility

Expansion of Regulations and Compliance (CMMC()

N::

Future Workforce Needs and Demands



What is Multi-disciplinary Cybersecurity Education?

OPERATIONAL TECHNOLOGY (OT) IS THE USE OF INFORMATION MANY MODERN JOB ROLES WILL REQUIRE KNOWLEDGE BEYOND
SYSTEMS TO INCREASE THE EFFICIENCY AND PRODUCTIVITY OF THE TRADITION SKILLS AND ABILITIES. A TOP CANDIDATE SHOULD HAVE
ORGANIZATIONS OPERATIONS. THESE TECHNOLOGIES DETECTS OR KNOWLEDGE OF THE BOTH OPERATIONAL TECHNOLOGIES AND THE

CONTROL THE THROUGH THE DIRECT MONITORING AND/OR THREATS AND RISK THAT ACCOMPANY THESE TECHNOLOGIES

CONTROL OF INDUSTRIAL EQUIPMENT, ASSETS, INFORMATION, (CYBERSECURITY).

PROCESSES AND EVENTS.



Complexity of the National Cybersecurity

Workforce

The National Initiative for Cybersecurity Education (NICE) Workforce Framework

7 categories of work Structure of the Framework

o .
. 7 Categories Category
Strategy Strategy Strategy
Area Area Area

Analyse Collect and Investigate
Operate
32 Specialty Areas
Work Work Work Work
Operateand  Overseeand  Protect and 52 Work Roles
Maintain Govern Defend - Role Role ROIe\' Role\’
T K T K T K T K

Tasks, knowledge,
skills and abilities T A T A T A T P

Securely
Provision SOURCE: Nice Framework




Complexity of Industry Credentials
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Challenges and Barriers

Classroom hours and prioritizing content

Faculty knowledge and credentials

Instructional content and student
engagement

Credentials and competencies




Tips, Recommendations
and Solutions

Teach the principles (CIA)

Use case studies

Promote student engagement
Extra curricular activities

Form learning communities




Recourses and Services

EMATES

Cryptography Exercises/Activities Relevant

Cybersecurity Games Accessible
Rigorous

3D/2D VR/ER/AR S

Embedded Al Comprehensive

Virtual Labs and Lab Environment

Cybersecurity Case Studies



EMATE Library

myEMATES

Cybersecurity Cryptography CMMC Networking Programming Mathematics Electronics

EMATE Interactives help students learn difficult concepts using animation. EMATES were first developed under the leadership of Mike
Qaissaunee at the Brookdale Cyber Center and Dr. John Sands at CSSIA with funding from an NSF Grant (DUE 1601612). Use the
interactives to help teach students and to develop their skills in a variety of disciplines.
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BETTER WAY TO LEARN DIVERSE LEARNING STYLES

C\ENCE Summer
Spotlight
Take a look at the new EMATES created and posted this summer

&n,

A Cryptography page has been added

R =] - E (Bt
a o a a
= - 5 # -
L} n n L} 1 -
- 3 2 : (]
I n
-s
Block Mode ciphers used in Digital Signatures Encryption and Data RSA Encryption Algorithm Factoring and Prime
symmetric encryption Formatting Numbers are the building
algorithms blocks for asymmetrical

encryption algorithms

Key Generation
Calculator
RSA Key Generation

Prime Number 1 (p): [Enter a prime number
Prime Number 2 (q): |Enter a prime number

Generate RSA Keys

We kept our examples simple by using small numbers.
Generate some larger prime numbers (1,000-1,999) to
use as inputs for RSA keys.

1009, 1013,
1061, 1063,
1117,1123,

Results:

Prime Number 1:
Prime Number 2:
N:

Euler Totient:

Encryption (E):

1933, 1949, 1951, 197 1993,1997,1999 |

Decryption (D):

CYBERSECURITY PRINCIPLES

First Rule: Omit leading zeros

0008:00£f8:100d:09d0:b030:d301:0050:00ef


https://d2hie3dpn9wvbb.cloudfront.net/

Time Remainiy

MyNETLAB > RING SecPLus POD 02 > Reservation 6181 > Data Obfuscation Encryption
@ Topology | @ Content + 2 Status | QKalilinux + 0 Metasploitables ~ [N ol ot | o
S e =l
CoypTool 21 (Sable Buld 9202.2) - Strtcenter - o x o 0 o e ~ B
tan coptoTuioiss oot bt «c i mornetey s s 6@ @
> N c (PLUSPODC2 > Reservation 6161 > cation Encrypt Time Remaining
open - Ro A € 0 18
suncemer e o Upaes Semngs  Hep ot - s Kt~ || 2 Metapon ‘ 5 &
7

WaN 1P oHCP.
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CRYPtOOL 2

Welcome to CrypTool 2. There are two ways for  quick start: Cick on the wizard button in the section “Main Functions" to get  guided tous, o load one of the pre-defined workflows in the section “Templates” which demonstrate the.

Technologies

[ YouTube videos (Gouble cck to cpen)

53 The Niniist Cipher Explained

'] T |
Lnwac  cosssoocore |
e Wtz |
Lanips 103 asanzzen ot sasaonte |
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Kall Linux

Wetasploitable 3 Windows2019 Server

mac MAC=

1P4=192.168.1.4 1P = 182168.1.5

1P5 = ta83:484b: 1P5 = 1483:4841:2207:0:1:60:5600:5 |

ADDS

1P4= 192.168.1.1
1P = 1483:484b:2267:0:1:50:5600:1

Recently opened workspaces (double click to open)

(] Show this welcome screen ot strtup
o @

Howo<¢

Competency Lab 3 —Hashing, Encryption, and Password Cracking

myEMATES

and Platforms

i r cMMC 7 q After your excellent work an the network, the agency is loaning you to help law enforcement to take
down 2 ransomuware group. As part of the sting operation, we have to send the file ‘Meeting’ from the

StingOps folder lacated on Kali Linux desktop. We suspect that the group will try to change the contents

of the message in-transit sa your job is ta make sure our agent inside has a way to verify the integrity of

the document he receives.
Produce text file ‘HASH' that can be sent viz secure channel for verification purposes. Please make

1
sure the file ONLY contain the SHA25E hash of the secret file (i.e., get rid of the file’s name]. Take 2

EMATE Interactives help students learn difficult concepts using animation. EMATES were first developed under the leadership of Mike
Qaissaunee at the Brookdale Cyber Center and Dr. John Sands at CSSIA with funding from an NSF Grant (DUE 1601612). Use the

interactives to help teach students and to develop their skills in a variety of disciplines.

screenshot of the open HASH file.

Command: shazs6sum <filenames | awk '{printf$1Y > HAsH

Summer
Spotlight s

Take a look at the new EMATES created and posted this summer

Count the number of characters in the HASH file_ Is the number comrect? Why?

Command: wd -m HASH
v student@kali-lite: ~ /Desktop/Sti

A Cryptography page has been added

- YES.
SHA256 create 64-character hash

Excellent job. We sent the dacument and our agent already replied. For security purposes he used the
polyinstantiztion strategy and sent multiple documents as part of the package. The documents, along
with the hash file Verification we received through secure channel were saved to Reply folder on the

g =

RSA Encryption Algorithm Factoring and Prime

Block Mode ciphers used in
symmetric encryption
algorithms

Digital Signatures

Encryption and Data
Formatting

Numbers are the building
blocks for asymmetrical
encryption algorithms

Linux Kali desktop. We need your help ta detect the correct document.

3.

Please identify the correct document.
Cammand: sha256sum <file[s]> >> Candidates OR find -type f -exec shazsesum {}\; > Candidates
grep -f <sent_hash_files Candidates



https://d2hie3dpn9wvbb.cloudfront.net/

Cybersecurity
Games

koen-Source Intelligence (OSINT) resources:

switches on and off

JR

Boolean Expres
X=A@B



Action Items

* Find a community of practice (multi-
disciplinary education) CYAD

* Engage NSA Centers of Academic Excellence

* NCyTE National Faculty Development
Academy

* NCyTE Cybersecurity Content Library



Future of Work
Is
Here

Questions / Comments ?
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