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Project Goals

1. Empower community colleges to prepare technicians 
for the work of the future.

2. Promote regional collaboration between community 
colleges and industry to determine the technical 
demands of work of the future.

3. Support ATE Regional Networks focused on technician 
education for the work of the future.

4. Foster implementation of the cross-disciplinary STEM 
core to maximize impact on technician education



What’s 
Happening?

• Nature of work changing at 
unprecedented speeds

• Technology advancements in machine 
learning, AI, IoT, and robotics eliminating 
some jobs, creating others

• Technicians sit at the center of much of 
this disruption

• Education must keep up

• Our students’ career paths will evolve

http://www.preparingtechnicians.org/


The Cross-Disciplinary STEM Core:
Skill Area 1: Data Knowledge and Analysis
Skill Area 2: Advanced Digital Literacy 
Skill Area 3: Business Knowledge and 
Processes

Future-proofing STEM Technicians

By Integrating the Cross-Disciplinary STEM Core
into Technical Programs



A Framework for a Cross-Disciplinary STEM Core



Welcome John SandsWelcome John Sands



At the Project Website:
Preparingtechnicians.org
Tools and Resources to Help You Take Action

This NSF Advanced Technological Education Project’s Role

 Read and share A Framework for a Cross-Disciplinary 
STEM Core

 Download, share and implement cross-disciplinary 
instructional cards in your class

 Listen to podcasts featuring cutting-edge industry 
interviews

 Share recorded webinars



Cross-Disciplinary Instructional Cards



Podcasts



Recordings of This Webinar Series

1. Preparing Technicians Using the Cross-
Disciplinary STEM Core

2. Professional Development and 
Instructional Resources

3. Future of Work: Integrating Emerging 
Technologies

https://www.preparingtechnicians.org/webinars/



Cybersecurity 
Across the CTE 

Curriculum
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Dr. John Sands
Co-PI, National Cybersecurity Training and Education Center (NCyTE)

Moraine Valley Community College

Cybersecurity Taught Across 
Multiple Disciplines

The Future of Work



Topics

WHY CYBERSECURITY AS A CROSS 
DISCIPLINARY SKILLS

THE OPPORTUNITY AND THE 
APPROACH THAT WAS TAKEN

CHALLENGES AND BARRIERS TO 
TEACHING CYBERSECURITY ACROSS 

TECHNICAL DISCIPLINES

TIPS, RECOMMENDATIONS 
AND SOLUTIONS

EXAMPLES OF SUCCESSFUL FUTURE OF 
WORK CROSS DISCIPLINARY PROGRAMS

CYBERSECURITY 
RESOURCES AVAILABLE

CALL TO ACTION (CYAD) 
JUNE 12-13TH MVCC



Why should cybersecurity be taught as a multiple 
disciplinary topics? 

Interconnectedness and Modern Systems

Growing Types Threats

Recent Impact of Attacks

Ethical Responsibility

Expansion of Regulations and Compliance (CMMC)

Future Workforce Needs and Demands



What is Multi-disciplinary Cybersecurity Education?

OPERATIONAL TECHNOLOGY (OT) IS THE USE OF INFORMATION 
SYSTEMS TO INCREASE THE EFFICIENCY AND PRODUCTIVITY OF THE 
ORGANIZATIONS OPERATIONS.  THESE TECHNOLOGIES DETECTS OR 

CONTROL THE THROUGH THE DIRECT MONITORING AND/OR 
CONTROL OF INDUSTRIAL EQUIPMENT, ASSETS, INFORMATION, 

PROCESSES AND EVENTS.

MANY MODERN JOB ROLES WILL REQUIRE KNOWLEDGE BEYOND 
TRADITION SKILLS AND ABILITIES. A TOP CANDIDATE SHOULD HAVE 
KNOWLEDGE OF THE BOTH OPERATIONAL TECHNOLOGIES AND THE 

THREATS AND RISK THAT ACCOMPANY THESE TECHNOLOGIES 
(CYBERSECURITY). 



Complexity of the National Cybersecurity 
Workforce



Complexity of Industry Credentials



Challenges and Barriers

 Classroom hours and prioritizing content

 Faculty knowledge and credentials

 Instructional content and student 
engagement

 Credentials and competencies



Tips, Recommendations 
and Solutions 

 Teach the principles (CIA)

 Use case studies

 Promote student engagement

 Extra curricular activities

 Form learning communities



Recourses and Services

EMATES

Cryptography Exercises/Activities

Cybersecurity Games

3D/2D VR/ER/AR

Embedded AI

Virtual Labs and Lab Environment

Cybersecurity Case Studies

Relevant
Accessible
Rigorous
Engaging
Comprehensive



EMATE Library

BETTER WAY TO LEARN DIVERSE LEARNING STYLES
CYBERSECURITY PRINCIPLES

https://d2hie3dpn9wvbb.cloudfront.net/


Teaching 
Technologies 

and Platforms

https://d2hie3dpn9wvbb.cloudfront.net/


Cybersecurity 
Games



Action Items

• Find a community of practice (multi-
disciplinary education) CYAD

• Engage NSA Centers of Academic Excellence
• NCyTE National Faculty Development 

Academy
• NCyTE Cybersecurity Content Library



Future of Work
Is 

Here

Questions / Comments ?
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